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Device and Method For Registering the Opening of Closures of Spaces to Be 

Secured 

The present invention relates to a device and method for registering the 
5 opening of closures of spaces to be secured. 



Prior Art 

Lead seals and other seals that are destroyed when opened and as a rule 
10 cannot be reconstituted without leaving perceptible traces are used to prevent 
the unauthorized opening of closures - in particular doors. 



Thus, for example, aircraft that are parked in the apron area or at the gate 
ready for the next flight must, after the end of service work, be monitored in 

15 accordance with applicable regulations to make sure that no unauthorized person 
enters the aircraft. Before the maintenance personnel, suppliers, or cleaning 
crew board an aircraft, authorized personnel must check whether an 
unauthorized opening has occurred. To that end, after maintenance work, the 
related openings (doors) are provided with paper and glue seals. Before the 

20 doors are reopened, these seals are checked to make sure that they are intact. 

This method, however, has various problems and disadvantages. For 
example, paper seals can come off due to environmental influences such as rain 
or stormy weather, or be damaged by the movements of the aircraft itself. 
25 Moreover, the method suffers from gaps and is inconsistent. It is also 

disadvantageous that unauthorized persons could gain access to the paper 
seals. There is no inventory and as a rule, documentation is incomplete. 

When a seal is damaged, it is impossible to determine what caused the 
30 damage and when the damage occurred. There is no way to assure a correct 
management of the paper seals since these seals come in blank form and are 



2 

individually written on by hand when the aircraft is sealed. Consequently, it is not 
at present easy to determine whether a damaged seal has been subsequently 
replaced. 

5 The object of the present invention is to permit an improved monitoring of 

sealed closures. 

Advantages of the Invention 

10 

This object is attained with the device according to the present invention 
in that a sealing module, which includes a sensor, a microprocessor, a memory, 
and a wireless communication device, can be attached to the closure in such a 
way that the sensor detects a movement and writes data documenting the 
15 movement into the memory; a detection unit includes at least one wireless 
communication device, a microprocessor, and a memory that are embodied to 
read out at least the data documenting the movement from the memory of the 
sealing module and write these data into the memory of the detection unit. 

20 The device according to the present invention is suitable for all openings 

that can be secured with closures, in particular doors, flaps, covers, and screw 
closures: aside from the above-mentioned aircraft doors, other applications 
include, for example, receptacle openings of hazardous materials transporters 
and tanker vehicles, openings of containers for valuables and classified 

25 documents, and access openings to storage spaces and receptacles for 

explosives and munitions. The sealing module can be attached using contact 
adhesives, magnets, clips, and other means. 



30 



In a sealing module that is as small as possible and is intended to be 
attached anywhere, for the sake of low energy consumption, it is preferable for 
the wireless communication devices to be effective at close range and for the 



detection unit to be mobile. If the wireless communication devices are RFID 
components, then this enables a particularly compact, inexpensive embodiment 
of the device according to the present invention. The communication occurs 
passively, i.e. the required energy is drawn from the received antenna energy. 

5 

If individual conditions also permit wireless communication over larger 
distances, then the present invention can also be embodied so that the detection 
unit is stationary. 

10 The structural embodiment of the sealing module can be adapted to the 

requirements of the respective use. One advantageous embodiment makes the 
device according to the invention particularly easy to use and store in that the 
sealing module is embodied in the form of an ID01-format card. It is also 
possible to select more compact embodiment forms, for example block-shaped 

15 or cylindrical forms; the sealing module can be protected by being encapsulated 
in plastic. In addition, the sealing module can be integrated into the closures to 
be secured, for example doors, flaps, and covers, or into closing elements such 
as locking mechanisms and clamping elements. 

20 After the attachment of the sealing module to the corresponding closure, 

the sealing module is activated through a communication with the detection unit. 
In order to prevent misuse in both this and subsequent communications, one 
modification of the present invention provides for an encrypted communication 
between the sealing module and detection unit. 

25 

In another modification, the sealing module has an optical display unit for 
indicating the current status. This can, for example, be embodied so that an 
LED indicates whether the sealing module has been moved since being 
activated or so that more precise information is displayed with the aid of an LCD 
30 display. 
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With the present invention, the sensor can be a position sensor. Other 
types of sensors, however, can also be used as the sensor. In addition to a 
position sensor, which is attached to a door or cover, for example, and detects a 
movement of the door or cover, other types of sensors can also be used 
5 depending on the individual circumstances. For example, a sensor can be used, 
which generates a signal as a function of its distance from a part in the vicinity; 
the part can be attached to the door and the sensor can be attached to a 
stationary part or vice versa. In addition, the sensor can be a magnetic sensor, 
for example. 

10 

Another advantageous embodiment is comprised in that the data that 
document a movement are provided with a timestamp. It is thus possible to 
document not only the fact that an unauthorized opening has occurred, but also 
when it occurred. 

15 

With the device according to the present invention, the detection unit is 
preferably able to write data regarding the respective location of use into the 
memory of the sealing module and read out said data from the memory. This 
also further improves the documentation so that after the sealing module is 
20 checked, the detection unit has precise information about whether, when, and 
where an unauthorized opening has occurred. 

In order to assure uninterrupted registration and proper operation of the 
device according to the invention, in an advantageous embodiment, the 
25 detection unit has a program that displays the stored data regarding closures of 
a secured object on a screen and, with the aid of a menu, predefines a 
sequential check of the associated sealing modules, correspondingly displaying 
on the screen the sealing modules currently being checked. 

30 Finally, in another advantageous embodiment, the detection unit includes 

means for connecting to a database, which stores all sealing and unsealing 
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actions as well as all information regarding the opening of sealed closures. In 
larger systems in which it is possible to operate a multitude of mobile detection 
units, the database, which as a rule is part of a computer, is capable of storing all 
data regarding sealing and unsealing actions as well as the opening of sealed 
5 closures over larger spans of time. These data are then available, for example, 
for verification purposes. 

The method according to the invention attains the stated object in that 
when the closure is opened, a signal of a sensor is written into a memory that is 
1 0 situated together with the sensor at the closure and in that subsequently, the 
content of the memory is read out via a wireless communication, stored in a 
detection unit, and displayed. Preferably, the wireless communication occurs by 
means of the RFID method. 

1 5 One advantageous embodiment of the method according to the present 

invention is comprised in that after a sealing module, which includes the memory 
and the sensor, is attached to the closure, the sealing module is activated by 
means of a wireless communication from the detection unit. In addition, the time 
of the opening can be documented by associating the signal of the sensor with a 

20 timestamp in the memory. It is also possible to document the sealing time in the 
memory of the sealing module and/or detection unit. 

It is therefore possible, regardless of whether or not the operator is paying 
scrupulous attention, for a plurality of closures to be registered by virtue of the 
25 fact that a program provided in the detection unit predetermines the attachment, 
the activation, and the reading out from the memory of a plurality of sealing 
modules. For documentation purposes, the contents of the memories of the 
sealing modules can be transmitted into a database. 

30 

Drawings 
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Exemplary embodiments of the present invention are shown in several 
figures in the drawings and will be explained in detail in the description that 
follows. 

5 

Fig. 1 shows a sealing module and a detection unit and 

Fig. 2 is a schematic depiction of the sequence of an exemplary embodiment 
of the method according to the present invention. 

10 

Description of the Exemplary Embodiments 

Fig. 1 shows block circuit diagrams of a sealing module 1 and a mobile 
15 detection unit 1 1 . The sealing module 1 contains an RFID unit 2 with an antenna 
coil 3, a microprocessor 4, a memory 5, and a position sensor 6 as well as a 
battery 7, which is an integrated gel battery when an ID01 card is used. In 
addition, the microprocessor 4 is connected to an optical display unit 8 that lights 
up, for example, when the sensor 6 has detected a movement. 

20 

The mobile detection unit 11 likewise contains a microprocessor 12 and, 
for communication with the sealing module 1, an RFID unit 13 and an antenna 
coil 14. The microprocessor is connected to a memory 15, an input unit 16, a 
screen (display) 17, and an interface 18. The latter can serve to send and 
25 receive data to and from a database or central computer. In a manner that is not 
shown, the mobile detection unit 1 1 can be supplied with power by means of a 
rechargeable battery, as is common in other mobile devices. The input unit 16 
can be used to enter commands, data, and if necessary, a PIN code of the 
respective user. 



30 
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The left column in Fig. 2 shows the contents of the memory 15 of the 
mobile detection unit 1 1 , the right column shows the contents of the memory 5 of 
the sealing module 1 and between them appear the data respectively 
transmitted, provided that they are required for explanation of the method 
5 according to the present invention. The drawing also does not show an 
intrinsically suitable encryption of the data to be exchanged and a reciprocal 
authentication of the sealing module and the mobile detection unit. Suitable 
cryptographic methods are known, for example, for the communication between 
bank cards and terminals. 

10 

In the exemplary embodiment shown, it has been assumed that the 
memory 5 of the sealing module contains only one invariable identification of the 
respective sealing module, for example the sealing module SM1 . The doors 
DN1 through DNn of an aircraft ACN1 to be sealed have been written into the 
1 5 memory 1 5 of the mobile detection unit in a sequence for sealing of the 
individual doors, for example via the interface 18 from a database DB. In 
accordance with this instruction, the sealing module with the identification SM1 is 
attached to the door DN1 of the aircraft with the number ACN1 (the coordination 
in the numbering here is coincidental). 

20 

After the attachment of the sealing module and the approach of the 
antennae 3, 14 (Fig. 1), a command for data transmission to the sealing module 
is input into the mobile detection unit via the input unit 16. These data include 
the number of the aircraft ACN1 and the number of the door DN1 as well as a 
25 command to reset the timer contained in the sealing module to zero and start the 
timer. As an acknowledgment, the sealing module transmits its identification 
SM1 to the mobile detection unit, in which it is added to the door number DN1 . 

The time TCL1 at which the door with the door number DN1 was sealed is 
30 also stored. The doors DN2 through DNn are sealed in the same way until the 
table contained in the memory 15 is complete and is transmitted to a database 



DB. If the microprocessor 4 (Fig. 1) receives a message from the position 
sensor 6, then it inputs this into the memory 5 with a time T1 at which the timer 
was started. If need be, other messages B2 through Bn can also be stored in 
the memory 5. 

5 

For checking or unsealing, the mobile detection unit is reconnected to the 
sealing module, whereupon the sealing module transmits its identification SM1, 
the aircraft number ACN1 , and the door number DN1 , as well as any messages 
that are present, along with their times T1 through Tn. For the sake of security, a 

10 message OK can be transmitted, which signifies that there are no messages in 
the memory 5. This terminates the checking of the sealing module with the 
identification SM1 . If an unsealing is to be executed at this point, then a 
command DEL can be sent to the sealing module in order to delete all of the 
changeable data in the memory of the sealing module so that the sealing module 

15 can be removed and reused. If the sealing modules of the doors DN1 through 
DNn are checked and unsealed, then all of the data are sent to the database DB 
for further processing or for documentation. 

The sequence depicted is intended merely as an example of the method 
20 according to present invention and can be adapted as needed by those skilled in 
the art. Thus, for example, the entire process of sealing, checking, and 
unlocking can be carried out in the detection unit and only then, the data can be 
transmitted to the database for documentation purposes. 



